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So, let’s get right to it.



OVERVIEW
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Between the EU’s C-ITS, NHTSA, Auto-ISAC, UNECE, BSI, ETSI, SAE 
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POLICIES
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1. Security by design
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2. Privacy by design

Assessments (PIA) and regular privacy audits.

3. Asset management

release.

becomes a tremendous challenge.
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4. Risk and Threat Management

Keeping track of the above for each car model and its subsystems is a real challenge. Once a security risk or concern is 

suppliers, the list of product serial numbers

focused asset management system that maintains not only the metadata about the assets themselves but also the details 
about the risks for these assets.

Here, the report asks vendors to “adopt an approach to risk 

cars” (guideline PS-11). It also asks to perform “cybersecurity risk 

analysis from the very early stages” (PS-12) but also to regularly 

(“every 6 months or more frequently”) monitor security 

.

es 

monitoring. Take for example an AGL based component. Just in 

r 

therefore irresponsible to perform this monitoring at 6 months 

guidelines is the fact that the industry is currently having 



To summarize the Policies guidelines:

very common means to reach that goal.

Cybellum Security Suite comes to the rescue

To summarize:
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Manage assets, not just vulnerabilities - Keep track of vehicles, components and versions, and map them 
to identified risks.

Analyze closed source binaries with no need for source code.

Support automotive CPU architectures such as Arm®, TriCore™, Renesas and more.

Support automotive binary formats.

Detect cyber security and other risks automatically and continuously, from early development phases to 
postproduction on-the-road car fleets.

Detect the privacy violations and different kinds of information leakage.

Provide the facilities to become an integral part of a DevSecOps flow - namely the ability to automatically 
perform all of the above analysis as part of the development lifecycle.



ORGANIZATIONAL PRACTICES
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1. Relationships with Suppliers
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2. Training and Awareness
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3. Security Management

designated security teams (OP-08) and strategic task force (OP-10).

goes with ISMS (which some call CSMS - Cyber Security Management System). As in many other cases, when there is a 

4. Incident Management

Here, the guidelines are calling for both OEMs and third-party suppliers to establish product security teams (guideline 

the largest Tier-1 suppliers are typically designated as Product Security Incident Response Team (PSIRT) and Computer 
Security Incident Response Team (CSIRT). This is much less the case in smaller Tier-1 and Tier-2 suppliers.

To meet ENISA’s guidelines in the Organizational Practices category, a solution must:

վ 
վ 
վ 

Organizing Cyber Security with Cybellum V-Ray

V-Ray serves as an CSMS (or ISMS as related in the guidelines), providing a central access point to security and risk 

W W W . C Y B E L L U M . C O M

OP-07: 

OP-08: Designate one or several51

OP-09: 52

OP-10:
strategic decision and facilitate accountability. 
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վ
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TECHNICAL PRACTICES
$_;�u;rou|�ruo�b7;v�|;1_mb1-Ѵ�ru-1ঞ1;v�]�b7;Ѵbm;v�bm�mbm;�1-|;]oub;vĹ

1. Detection
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2. Protection of Networks and Protocols

�m|;u=-1;v�v_o�Ѵ7�0;�ruo|;1|;7��vbm]�-�|_;mঞ1-ঞom�-m7�-11;vv�1om|uoѴ�Ő$�ŊƏѵőĺ��ubঞ1-Ѵ�bmŊ�;_b1Ѵ;�1oll�mb1-ঞomv�v_o�Ѵ7�
0;�v;1�u;7�Ő$�ŊƏƕőķ�-m7�|_;�v-l;�]o;v�=ou�-ѴѴ�;�|;um-Ѵ�1oll�mb1-ঞomv�Ő$�ŊƏѶőĺ�";vvbomv�v_o�Ѵ7�0;�ruo|;1|;7�Ő$�ŊƏƖőķ�
-v��;ѴѴ�-v�ঞl;�v�m1_uomb�-ঞom�vo�u1;v�Ő$�ŊƐƏőĺ�!-7bo�1oll�mb1-ঞomv�v_o�Ѵ7�0;�v;1�u;7�Ő$�ŊƐƐ�-m7�$�ŊƐƑőĺ��-1h;|�
CѴ|;ubm]�v_o�Ѵ7�0;��v;7�|o�7bv1-u7�bѴѴ;]bঞl-|;�|u-L1�Ő$�ŊƐƒőķ�-m7�v;1�u;�ruo|o1oѴv�=ou�ruo|;1ঞm]�|_;�1omC7;mঞ-Ѵb|��-m7�
bm|;]ub|��o=�v;mvbঞ�;�7-|-�Ő$�ŊƐƓőĺ

);�0;Ѵb;�;� |_-|� |_;�l-fou� ]-r� |o7-�� bv� |_-|� b|� bv� 7bL1�Ѵ|� |o� blrѴ;l;m|� vol;�o=� |_;� -0o�;ķ� ;vr;1b-ѴѴ�� |_;� bmŊ�;_b1Ѵ;�
v�v|;lvķ�0�|�;�;m�lou;�voķ�|_;��-Ѵb7-ঞom�|_-|�|_;v;�ruo|;1ঞomv�-u;�bm�rѴ-1;�-m7�or;u-ঞm]�-v�;�r;1|;7ĺ

3. Software Security
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4. Cloud Security
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5. Cryptography
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6. Access Control

$_;� ]�b7;Ѵbm;v� v�]];v|� -rrѴ�bm]� v;1�ub|�� 1om|uoѴv� Ő$�Ŋƒƒőķ� Ѵ;-v|� rub�bѴ;];v� rubm1brѴ;� -m7� bm7b�b7�-Ѵ� -11;vv� -11o�m|v�
Ő$�ŊƒƓő�-m7�;m1o�u-];�|_;��v;�o=���ѴঞŊ
-1|ou���|_;mঞ1-ঞom�Ő$�Ŋƒѵőĺ��m�-77bঞomķ�u;lo|;�1oll�mb1-ঞomv�v_o�Ѵ7�0;�
1om|uoѴѴ;7�-m7�lomb|ou;7�Ő$�ŊƒƔőĺ

7. Self-Protection and Cyber Resilience
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8. (Semi-) Autonomous Systems Self Protection and Cyber Resilience
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9. Continuity of Operations
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To summarize the Technical Practices:
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